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ABSTRACT

The Comprehensive Security System (CSS) is designed to prevent the emergence and development of risks — technical,
organizational-technical, and purely organizational — at enterprises within Russia’s oil and gas sector. This study focuses on
reducing losses by assessing and managing organizational risks that arise from insufficient actions or shortcomings on the
part of personnel responsible for ensuring the effective operation of the CSS.The aim of the research is to identify an approach
that makes it possible to convert qualitative indicators of organizational risks into quantitative terms (a measurable negative
impact). In the course of the study, the author substantiates the use of an expert-based method (priority ranking) to evaluate risks
associated with inadequate actions by management bodies that oversee subordinate personnel. This method has advantages and
introduces elements of novelty compared with current solutions used in practice. When applied together with the functionality
of the Gaussian probability distribution, it allows experts to determine specific safety areas in which organizational risks arise
due to insufficient control measures. In real organizational systems, having reliable information with weighted values for all
identified risks makes it possible to construct a ranked list, determine priorities, and develop a set of preventive measures. The
article provides an example illustrating how personnel in various safety areas influence the overall state of the CSS, and it
justifies the feasibility of applying the priority-ranking method in practice to obtain quantitative results for organizational risks.
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INTRODUCTION

Knowledge concerning the implementation of a
risk-oriented approach aimed at reducing dam-
age from hazardous events at enterprises of
the Russian oil and gas sector is continuously
expanding through new analytical findings on
technical, engineering-organizational, and or-
ganizational risks [1]. For the overall component
across all risk groups, the presence of a substan-
tial share (approximately 75%) associated with
the human factor has been confirmed [2].

Approaches to the study of the first two types
of risks are comprehensively presented in the
works of the A.A. Blagonravov Institute of Ma-
chine Science of the Russian Academy of Scienc-
es (risk analysis and safety of hazardous produc-
tion facilities) [3]; the Scientific and Technical
Center for Industrial Safety Research (safety jus-
tification of hazardous production facilities, as
well as risk analysis, safety substantiation, and
safety declaration provided as commercial ser-
vices upon request from legal entities) [4-6]; the
All-Russian Research Institute for Fire Protec-
tion of EMERCOM of Russia (organizational and
methodological support for activities related to
independent fire risk assessment carried out on
a fee-for-service basis upon request from legal
entities) [7-9]; and the All-Russian Research
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caused hazardous events
(accidents and fires) and arose

production structural units
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Institute for Civil Defense and Emergency Situ-
ations of EMERCOM of Russia (improvement
of emergency risk management methods in
response to national security challenges and
threats in the development of regulatory legal
acts and normative documents) [10; 11].

As regards the assessment of organizational
risks, further research is required to enhance
technosphere safety at protected facilities of
oil and gas enterprises in Russia [1]. The author
identifies a problem situation consisting in the
need to manage organizational risks manifested
as hazardous events (accidents and fires), pro-
poses an expert-based method for their assess-
ment, and substantiates its advantages.

RESEARCH METHOLOGY
The activities of oil and gas enterprises in Russia
aimed at preventing the emergence and mani-
festation of organizational risks are schemati-
cally presented in Fig. 1.

The developed sequence of actions makes it
possible to account for the dynamics of damage
reduction U, resulting from the manifestation
of organizational risk R, in hazardous events (ac-
cidents and fires), once the indicators of nega-
tive impact become known in quantitative terms
(measure):

Exit

Results of organizational

N

Parameters

Fig. 1. The Sequence of Transformation of Organizational Risks from Characteristics to Parameters

Source: Compiled by the author.

MANAGEMENT SCIENCES * Vol. 15, No. 4°2025 * MANAGEMENTSCIENCE.FA.RU




RISK MANAGEMENT

Uoc :FUoc {RO’P} :Zi[FU’(RO"P’} -

i i

=[C(R,)P(R,)dR, =]C(P)R,(P)dP, (1)

where
P — probability of occurrence of hazardous
events (accidents and fires);

i— groups of adverse factors influencing the
outcome in the form of hazardous events (acci-
dents and fires);

C— weighting functions accounting for the in-
terdependence of risks.

Since the objective of the study was to sub-
stantiate the selection of an expert method
capable of transforming qualitative character-
istics of organizational risks into quantitative
ones, the parameter ( M ) — representing the
weight of the negative impact of organization-
al risk — should be employed within the range
M_ . =0,001; BM__=0,999. Then

mi

M max

Ro= | f(M)-P(M)aM, (2

M min

where (M) denotes the distribution density of
organizational risk groups, taking into account
the frequency of their manifestation in hazard-
ous events; P(M ) — denotes the probability of
manifestation of organizational risks in hazard-
ous events, determined using the functional
framework of Bayesian belief networks [2, 12, 13].

The shortcomings of existing risk assessment
methodologies are presented in Table 1.

At present, various methods are used for risk
assessment, for example FMEA1 (Failure Mode
and Effects Analysis) [1] and Bayesian analysis
(or Bayesian networks2) [2]. The advantage of
the former lies in identifying potential failures
of production equipment and their impact on

1 GOST R 27.303-2021 (IEC 60812:2018).Dependability in
engineering. Failure Mode and Effects Analysis (FMEA) URL:
https://meganorm.ru/Data/758/75897.pdf

2 GOST R IEC 31010-2021. Dependability in engineering.
Risk assessment techniques. URL: https://docs.cntd.ru/
document/1200180987

the functioning of facilities or processes, the
environment, and personnel. This makes it pos-
sible to increase equipment reliability, reduce
negative environmental impact, lower operating
costs, and ultimately enhance the company’s
business reputation. The FMEA method has
gained wide recognition and is applied primar-
ily in the assessment of technical risks. Bayesian
analysis and Bayesian networks may be useful
in developing a probabilistic Poisson model for
events such as accidents, enabling the identifi-
cation of causal relationships among variables
(represented as a Bayesian network). However,
in practice they are used infrequently due to
the complexity of representing all interactions
within a technical system, as conditional proba-
bilities become excessively extensive. The above
methods have the following limitations:

» obtaining results requires the input of em-
pirical data expressed in quantitative form;

» meaningful results are obtained only in do-
mains where probabilistic laws play a decisive
role.

A distinguishing feature of selecting an ex-
pert-based method for assessing organizational
risks is the identification of the deviation mag-
nitude of the baseline vector from the chosen
direction, that is, the capacity of the governing
body to adjust the trajectory toward achieving
the objective. As noted earlier, a key problem is
that initial risk data are presented as qualitative
descriptions rather than formalized informa-
tion. This circumstance confirms the feasibility
of transforming them into quantitative form.

Activities of industrial enterprises aimed at
reducing the risks of damage caused by hazard-
ous events should be carried out not only in the
domain of managing technical and engineering-
organizational risks. The field of assessment and
management of organizational risks also re-
quires particular attention [14], since this group
of risks:

 arises in the process of managerial influ-
ence exerted by the governing body on person-
nel of production structural units;
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Table 1

Disadvantages of Existing Risk Assessment Methods

Rostechnadzor Order No. 387 dated
03.11.2022

Order of the Ministry
of Emergency
Situations of Russia
dated 26.06.2024
No. 533

Order of the
Ministry of Labor
of Russia dated
December 28,
2021 No. 926

Disadvantages

Qualitative Description of Risks

Risk prioritization: 1, 2, 3 (based on
accident hazard categorization)

Risk grading: A, B, C, D (from lowest to
highest).

Risk significance: high, medium, low.

The nature of interrelations is
not taken into account when one
safety domain affects another
and when they interact.

No risk result is presented in the
form of a weighted quantitative
value; therefore, it is impossible
to determine risk priority when
forming a unified ranked Llist.

Quantitative Representation of Risks

Numerical expression of pipeline
depressurization risk: 10"/year, where
n is the exponent value.

Probabilistic relation to risk realization

Quantities
characterizing risks
in determining
calculated evacuation
time (minutes)

Sensitivity to measurement
errors (significant uncertainty).
Alternative relationships with
the influence of external factors
are not considered.

(1-100%), with representation of
probability values 10"/year, where n
denotes the risk magnitude exponent.

UcmoyHuk / Source: coctaneHo astopoM / Compiled by the author.

» isidentified and prevented through con-
tinuous monitoring conducted by industrial and
fire safety departments and occupational safety
units. These subdivisions oversee compliance
with regulatory legal acts and normative docu-
ments approved in the areas of industrial safety
(Rostekhnadzor), emergency protection (EMER-
COM of Russia), and occupational safety (Minis-
try of Labor). The reports produced do not con-
tain information on deficiencies within a specific
safety domain in which such risk arose and man-
ifested itself in the form of a hazardous event.
All changes occurring in organizational manage-
ment systems can be represented as a trajectory
of the development (emergence, manifestation,
realization) of organizational risk processes
R, in the state space of the system, with zonal
boundary delineation (Fig. 2).

Let us consider Fig. 2:

1. In the zone highlighted in green (lower
part), all production processes in the technical
system are carried out without disruptions —
this corresponds to state S|,

2. The area marked in yellow (middle part) re-
lates to the zone where organizational risks R
and R, emerge; under favorable conditions
they may manifest as hazardous events (acci-
dents or fires) — this corresponds to state S_;

3. The section highlighted in red (upper part),
where organizational risks R, ; and R, have
become causes of hazardous events (accidents
or fires), represents the zone in which various
damage-development scenarios unfold; this cor-
responds to state S. If, within the organizational
system in which the initiating event (IE) occurs
(i.e., organizational risks R and R arise),
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Fig. 2. Trajectory with the Process of the Emergence and Manifestation
of Organizational Risks in Dangerous Events

Source: Compiled by the author.

conditions are created that lead to deviation to-
ward the zone associated with state S, then nu-
merous damage scenarios S;. may be realized in
the technical system. The final state (FS) for each
scenario differs (see Fig. 2):

FS, #FS, # FS; # FS, . 3)

If, during an incident (failure), the techni-
cal system is capable of returning from S, to §;
within the shortest time interval, then in ap-
proximately 20% of accidents fires occur that
cause maximum damage and disable elements of
the technical system for an extended period. In
this context, there is an opportunity to prevent
the emergence of organizational risks in the
zone corresponding to state S, and when they
transition into the zone associated with state S,
(points (¢, t, t), to implement a set of protective
measures.

Risk will be understood as a consciously
recognized danger (threat) of the occurrence
of a negative event in any system, with con-

sequences® determined in time and space [1].
A consciously recognized danger (threat) may
appropriately be defined as the conditions un-
der which risk manifests (or escalates), ulti-
mately transitioning into a final phase involving
damage caused by hazardous factors (accidents
or fires). Given the specifics of assessing organ-
izational risks, it is recommended to consider
them as:

« insufficient actions of personnel responsi-
ble for safety assurance and exercising control
over the staff of production structural units —
RNDD;

» deficiencies in personnel performance
when complying with regulatory legal acts and
normative documents — R .

The overall indicator of organizational risks
R, for a selected period may be calculated using
the following expression:

5 Glossary of Terms and Definitions of EMERCOM of Russia.
URL: https://mchs.gov.ru/ministerstvo/o-ministerstve/
terminy-mchs-rossii/term/3579.( date of access: 13.07.2025).
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_ Z::l(RNDD) + Z,jzl(RND)
B n- (RNDD) t+n '(RND)

Ry () (1), @

where n-(R ) and n-(R ) denote the number of
accident reports included in the sample (units);
t —the period under consideration (month, quar-
ter, year).

To identify organizational risks, it is advisable
to employ both individual and group expert as-
sessment methods.

Furthermore, explanatory guidance should
be provided to experts regarding the following
components:

« evaluation of the priority of qualitative risk
characteristics and the type of scale applied;

» sequence of procedures or operations
aimed at forming judgments;

 order of actions intended to solve the task
of processing expert The author proposes the
use of an expert-calculation method, specifically
the priority-ranking method [15], which belongs
to a new class of approaches and enables the
transformation of qualitative expert assessment
results into quantitative form (i.e., determining
the magnitude of negative impact).

Application of this method makes it possible to:

» enable a group of experts to select the
functional domain (industrial safety; fire safe-
ty; occupational safety; production structural
units) in which an organizational risk emerged
due to insufficient control-related actions and
manifested itself as a hazardous event. In this
case, experts are able to determine the degree of
personnel involvement in its occurrence: direct
(absolute attribution), mediated (priority attribu-
tion), or indirect (relative attribution);

» obtain for each organizational risk an in-
dividual numerical value M (weight of negative
impact of organizational risk) within the range
nuanasone M . =0,001; M__=0,999.

THEORETICAL BASIS FOR THE STUDY
Expert methods applied in practice are gener-
ally reduced to solving problems through prior-
ity ranking based on the collective judgment of

experts [16]. Such a decision is formed by com-
paring the current state space of the system with
the existing risks M,(t) and by developing a set of
organizational and technical measures — M, (t)
aimed at preventing them, expressed as

Ny, SNy
n n n
210 s o1y
Mg (t)= !
Ms1s Masas 2175 g
) )
My, Mg sy
n n n
_ 210 s >,
M, (1)=
Mysis Masosttr s Mgs g

where 7, and n, are parameters of the com-
pared values of elements included in the respec-
tive arrays, taking into account the discrete de-
terministic functional relationship between
them. Accordingly, on the coordinate plane, the
interaction of such data arrays M,(t) and M, (t)
may be represented as an area bounded by vec-

¥

I'm — imaginary scale

Re —real scale

Fig. 3. The Basic Directional Vector y=x, Separating
the Areas of the Data Arrays M,(f) and M, (t)

Source: Compiled by the author.
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tors (y) and ( x ) of the corresponding dimen-
sionality. As abstract objects, two right isosceles
triangles colored red and green are proposed for
consideration (Fig. 3).
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Fig. 4. The Vector x, as a Square
Value Plotted on a Real Scale

Source: Compiled by the author.

Im — Imaginary scale

In accordance with the concept of integrated
safety, the compared arrays (see Fig. 3) are bal-
anced by the baseline directional vector (y = x); in
this case, some elements from the array M,(t) are
transformed to determine the elements " of the
arrayM, (). Such a condition makes it possible to
focus on identifying new organizational risks R,
and, consequently, to obtain the outcome of the
influence of the implemented measures ex-
pressed by the relation (y < x). This enables the
decision-maker to represent changes in the im-
pact indicators of the array M, (t) on M, (t) based
on variation in the orthogonal orientation of the
resultant vector. The importance of applying a
balancing baseline directional vector lies in the
fact that the magnitude (x,y) may be interpreted
as the square of the length of a vector plotted on
the Re scale of real numbers (the x-axis) (Fig. 4).

If the causes of organizational risks are con-
sidered as the area of a square representing
the entire set of risks under study, it becomes
possible to identify a region (designated by a
directional vector) represented by the area of
a rectangle corresponding to new (previously
unexamined) organizational risks. Over time, it

R — Indicator of risks manifested as
hazardous events (accidents and fires)

sing = 0,196, ¢ = 11°,
A=1:0,8=80%.

Re — real scale

20%

100% A %

A — Indicator of the influence of safety domains on the
reduction of organizational risks

Fig. 5. The Allocated Share with the Risks Manifested in Dangerous Events (Accidents and Fires)

Source: Compiled by the author.
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Mg(t)

risks (%)

Parameters of the integrated safety
system state accounting for knowledge
of the influence of new organizational

EEEEEEEE ™\ EEEEEEEEEEESR
~
N/

0 X
Parameters of the integrated safety system
state without accounting for knowledge of the
influence of new organizational risks (%)

Fig. 6. A Dedicated Area for Displaying
New Organizational Risks Manifested in
Dangerous Events (Accidents and Fires)

Source: Compiled by the author.

becomes necessary to reduce this area through
the development and implementation of a spe-
cific set of actions addressing such unexplored
risks as R, and R (Fig. 5).

Since the article addresses the quality of the
influence exerted by personnel of higher profes-
sional education units at enterprises in preventing
organizational risks R, the dynamics of effective-
ness of the measures included in the array M, (t)
will be positive when the area of the isosceles
triangle belonging to the array M,(t), changes, and
negative under analogous changes in the triangle
belonging to the array — M, (1) (Fig. 6).

When applying the proposed approach in
practice, it becomes possible:

e on the one hand, to use the baseline di-
rectional vector as the reference scale on which
emerging risks 2v~* ~~ influence, i.e., the influ-
ence indicator “tinf — V;

» on the other hand, the impact of efforts
aimed at preventing the emergence of organiza-
tional risks makes it possible to bring the sys-
tem state at oil and gas enterprises in Russia to
a normalized condition, that is

Ay {1S; FS;08; PSU} = 1.

Fig. 7. Graph of the n-object
evaluation result

Source: Compiled by the author.

JUSTIFICATION FOR THE PREFERENTIAL
SELECTION OF THE PRIORITY-
RANKING METHOD FOR ASSESSING
ORGANIZATIONAL RISKS
Each of the n-objects (X, X,,...., X)) (Fig. 7) cor-
responds to a vertex of a graph reflecting the
result of comparison between two evaluated ob-
jects. The task is to determine the maximum of
functions of several variables that are related to

one another through rank dependence.

Eciu paccmaTpuBaTh JIIOOYI0 pacueTHYIO
MOJIeJIb C TOUKU 3PEHUS ee YIIPOIIeHUs, TO
(COrJIacHO YCIOBUSM MPEenIOUYTUTEIbHOCTN)
11eJ1eCO00pa3HO MPUMEHSITh KBAIPATUUHYIO (OpMY

ay  ap a; Ay
ay; Ay a,; N
A= ,
a, 4a;- ijooo Ay
anl anZ : anj e anN

If any computational model is considered

from the standpoint of simplification, then
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(according to preference conditions) it is appro-
priate to apply a quadratic form, where a,— risk
indicators obtained through pairwise compari-
sons;
N— matrix rank;
Aoy Ay wevney Ay Ay — risk indicators included in
the j-th row of matrix A;
A j-risk indicators located
in the j-th column of matrix ( A).

In this case,

Lif X, > X,
a,=10,5,if X, =X >
0,if X, <X,

where i = j —{1,2,...,n};a, =0,5.

X>X.indicates the priority of one evaluated
object relative to another, while X; = X; indicates
equal importance of the evaluated objects.

The use of a qualitative ratio scale makes it
possible:

e on the one hand, to determine organiza-
tional risks R, as a result of identified deviations
(insufficient actions of functional domains [in-
dustrial safety; fire safety; occupational safety;
personnel of production structural units] when
implementing control measures with respect to
staff), represented by the coefficient of negative
impact K (associated with domain X;;

» on the other hand, to establish the nature of
damage caused by each hazardous event (accident
or fire).

The justification presented above largely cor-
responds to the priority-ranking method (PRM)
[15]. This method has certain advantages over
other expert assessment techniques, as it enables:

 identification of interrelations among ele-
ments comprising the system state space;

» representation, where possible, of quanti-
tative assessments (subjective, expert-based) [16];

» formulation and transformation of the prob-
lem into a logically structured form;

 expansion of analytical capabilities through
the application of mathematical modeling tools

and optimal decision selection [17], as well as
other methods used in practice, including statis-
tical distributions (Tables 2 and 3).

In scientific studies [18, 19], when sampling
data constrained by dependent indicators of
qualitative characteristics (3—4 units), it is con-
sidered preferable to use an average indicator
reflecting the typical level of a feature formed
under the influence of dominant non-random
factors. In this context, the normal distribution
is appropriate. The use of mean values makes it
possible to characterize a specific attribute of a
population by a single number, despite varia-
tions in its values across individual units. Taking
into account the presence of uncertainty when
calculating estimates of the studied parameters
using a verbal scale, a compromise approach
was adopted to select the most preferable
weighting value by employing point estimates
derived from the law of normal distribution.
This approach accounts for the limited number
of organizational risks (3—4 units) identified in
the reports “Lessons Learned from Accidents”
(subsection addressing organizational causes)
at Russian oil and gas enterprises. Within this
framework:

« on the one hand, point estimates should be
applied cautiously when selecting the preferred
decision, given the uncertainty in estimating
factors and their weights;

» on the other hand, it becomes possible to
employ a ratio scale constructed on the basis of
the functional application of established proba-
bilistic laws. For example, the Gaussian distribu-
tion, characterized by the manifestation of spe-
cific values of an organizational risk indicator
across the total area = 100%, and within inter-
vals bounded by X +06=682%, X +26=95,4%,
X +306=99,6%. This makes it possible to confirm
the reliability of expert judgments when pro-
cessing questionnaire data at the second stage
of the study (primary processing of survey re-
sults), that is, to test them for sensitivity. Since
the assessed organizational risks arise and man-
ifest as hazardous events across different safety
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Table 2
Statistical Distributions Used in Practice (Presented in the Form of Calculation Formulas)

Probability " 1 . Cl(t-p 2 B(t_y)ﬁ—le _i-y B
Density f(t) ¢ G\/ﬁ 2 o c° G

Distributi (t=pY 5
Distibution I I . (_v)
F(1) ov2n

(-0 <t <)

. B-1
Magnitude , AUN B(r—7)
Limit. I—F(f) o'

Source: Compiled by the author.

Table 3
Statistical Distributions Used in Practice (Presented in the Form of Graphs
f®
Probability
Density f (t) A - exp(—At)
»
0 7 1-y
Distribution
Function

F(1)

Magnitude
of Variation
Limit.
> -
0 ’f 0 t 0 G r—y

Source: Compiled by the author.
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Table 4

Results with Negative Impact Indicators for Organizational Risks

Security directions, attitude

Sign of the relationship of organizational risk
to the direction of safety

Negative impact indicator

Direct relationship (DR) 0.682
IS FS 05 PSU Mediated relationship (MR) 0.272
Indirect relationship (IR) 0.042

Source: Compiled by the author.

domains (industrial safety, fire safety, occupa-
tional safety, and production structural units),
they may be treated as independent; therefore,
in accordance with formal mathematical reason-
ing, the author considered it appropriate to as-
sign a specific numerical value to each alterna-
tive (Table 4).

Such an approach makes it possible to associ-
ate specific numerical values with the following
qualitative characteristics:

those having a direct relationship (absolute
attribution) to the emergence and escalation
of conditions leading to damage from acci-
dents and fires. In proportional terms, the value
amounts to approximately 68.2% (= 0.682), and
this indicator is assigned to one of the domains
(industrial safety; fire safety; occupational safe-
ty; production structural units);

» those having a mediated relationship
(priority attribution) — approximately 27.2% (=
0.272); this indicator is assigned to one of the
domains (industrial safety; fire safety; occupa-
tional safety; production structural units), even
if it had previously been characterized as having
a direct relationship;

» those having an indirect relationship (rela-
tive attribution) — approximately 4.6% (= 0.046);
this indicator is assigned to one of the domains
(industrial safety; fire safety; occupational safe-
ty; production structural units);

» those having no relationship (i.e., = 0), cor-
responding to the domain to which none of the
above indicators was assigned®.

JUSTIFICATION OF THE QUALITY
OF EXPERT ASSESSMENT AND
VALIDATION OF THE STUDY RESULTS

To summarize the risk assessment with consid-
eration of the influence of personnel from spe-
cific safety domains (occupational safety; indus-
trial safety; fire safety) and production structural
units on the overall state of the integrated safety
system, an expert group was formed comprising
specialists from PJSC Mosenergo responsible for
analyzing:

 accidents (experts in industrial safety);

« fires (experts in fire safety);

e occupational injuries (experts in occupa-
tional safety).

The size of the expert group was calculated
using the formula

ca,—b .
a,(1-c)

(6)

l’lT:

4 Gvozdev E.V., Sadovsky B.S., Gvozdeva E.D. Certificate of State
Registration of Computer Software No. 2024680621 (Russian
Federation). Calculator for assessing the influence of subsystem
personnel on the state of the integrated safety system of
explosion- and fire-hazardous enterprises. No. 2024665338,
dated 30 Aug 2024.
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where n — required number of experts; a, —
arithmetic mean of the assessments provided by
n experts; b — assessment obtained from an ad-
ditional (n +1)-th expert; c — measure of the in-
fluence of a single expert judgment on the group
assessment:

an+1

(7

C =
a

In this case: c= 1 when @ =b ; c>1whena <b;
c<lwhena>b.
Expressing a
takes the form:

through a_ and b, the formula

_na,+b
n+l n +1 (8)
Then the final value is represented as
L )
(n+1l)a,

Each expert was required to solve the task us-
ing documentary materials from the commission
investigating the accident at PJSC Nizhnekamsk-

neftekhim (Russian oil and gas sector) in 2016.
Organizational risks are listed in Table 5, and
their normalized assessments (obtained by ex-
perts through application of the Gaussian prob-
ability distribution) are presented in Table 6.

The maximum indicator (Table 6) corresponds
to the assessment of Expert 4 (b = 0.728). The final
calculated value is @, =0,47,but @, =0,51, obtained
using formula (8). The measure of influence of an
individual expert’s judgment on the group assess-
ment was found to be (c = 1.08 ) in accordance with
formula (9). The calculation results confirmed the
need to expand the expert group to seven members,
as determined by formula (9).

1,08-0,47 0,728
n. = ~
" 0,47(1-1,08)

Thus, the minimum composition of special-
ists capable of ensuring the required influence
of an individual expert’s judgment on the group
assessment was established [20; 21].

When processing expert data from each ana-
lyzed accident report, indicators (coefficients)

Table 5
List of Organizational Risks Formed During the Analysis of Accidents

Ne Organizational risks

1 Insufficient tightness of fittings in the installed pipeline section in the lower part of the tank

2 Pre;@nce of ignition sources yvithin the tank farm area (failure to shut down the welding station), leading to

ignition of a flammable medium.

3 Unsatisfactory organization of acceptance procedures for completed work after equipment installation

4 Violation of procedures for the safe commissioning of the tank after installation

5 Ineffectiveness of production control

Source: Compiled by the author.
Table 6
Results of Expert Risk Assessments in Standardized Form
Experts 1 2 3 4 5
Expert appraisal 0.318 0.318 0.682 0.728 0.318

Source: Compiled by the author.

MANAGEMENT SCIENCES * Vol. 15, No. 4°2025 * MANAGEMENTSCIENCE.FA.RU




RISK MANAGEMENT

12
1

3

=1 08

el

3

S 08

L=}

o

g 4

2 oz

2014 A ——32014B ——2014C —2014D

Coefficient of negafive impact of organizational risk on a safety

y »0,0189x AD 4977

——20154 —=2015B ——2015C —=2015D

Mumber of reports considered during the period, units
Legend  A—15, B-Fs, C- 05, D-P3U.
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Source: Compiled by the author.

of the negative impact of organizational risks
R, are formed for the safety domains (industrial
safety; fire safety; occupational safety; produc-
tion structural units):

R, {IS; FS;08; PSU} ~

oy (IS; FS;0S; PSU}, (10)

inf{1:2:3:4} €

where lmﬂ: 0,682; kmﬂ: 0,272; 7%,1/3: 0,046; xmﬂ:o

The results of calculations based on accident
reports from oil and gas enterprises in Russia for
2014-2015 are presented in Fig. 8.

The value of the efficiency indicators re-
flecting the influence of each safety domain
kme{ is:rs;os:psu) 1S determined as the difference
between the ratios of risk magnitudes: the orga-
nizational risk manifested in a hazardous event
taken as 100% impact, and the value obtained
from expert decisions regarding the domain
having a direct, mediated, or indirect relationship.
Accordingly, the influence efficiency indicators
are calculated as

}\’infS([S) =1- (D(Sl);}\“infS(FS) =1- Ps2)>

xme(os) =1- (D(SB);}\‘infS(PSU) =1- P(sa)> (11)

where Q55,5354 are indicators of the negative
impact of personnel in each safety domain (in-
dustrial safety, fire safety, occupational safety,
production structural units) that worsen the
overall state of the integrated safety system.

The graphs (Fig. 8) allow focus on organiza-
tional risks arising within the production struc-
tural units domain, which demonstrate a high
negative impact indicator - ®(s4). The efficiency
indicators %, .calculated using formula (11) for
accident reports from 2014-2015 are presented
in Fig. 9.

To confirm the reliability of expert evalua-
tions, it was necessary to determine the true
numerical ratios associated with safety domains
according to

W,
w==—,
n

(12)

where w is the overall weighted-average indica-
tor; n is the number of reports in the sample.
To assess the consistency of expert opinions,
the consistency-quality model K was applied,
defined as the difference between the additive
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Table 7

The Results of the Quality Control of the Experts’ Consistency

DR 0 0 0 0 0 0 0

IS MR 0.03 0.08 0.08 0.09 0.05 0.06 0.06 0.06 | 0.02
IR 0.03 0.05 0.09 0.04 0.07 0.05 0.06
DR 0.09 0.21 0.16 0.12 0.17 0.14 0.11

FS MR 0.14 0.11 0.09 0.21 0.16 0.12 0.17 0.14 | 0.04
R 0.17 0.14 0.11 0.09 0.21 0.16 0.12
DR 0.08 0.2 0.15 0.11 0.16 0.13 0.1

0S MR 0.13 0.1 0.08 0.2 0.15 0.11 0.16 0.13 | 0.04
IR 0.16 0.13 0.1 0.08 0.2 0.15 0.11
DR 0.83 0.59 0.69 0.77 0.67 0.73 0.79

PSU MR 0.70 0.71 0.75 0.50 0.64 0.71 0.61 0.66 | 0.06
IR 0.64 0.68 0.70 0.79 0.52 0.64 0.71

UcmouHuk / Source: coctaBneHo asTopom / Compiled by the author.
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weighted average of expert evaluations and the
weighted average of their deviations:

Ks=E), (13)
E =E;—>w, (14)
Jj=1
E, =Y w =10. (15)
i=1

Here E, — denotes the result of the weighted
averaging of expert evaluations; E, — denotes
the weighted average adjusted for deviations
from E;, w,andw, — represent indicators of both
evaluations and their deviations.

The data in Table 7 confirm the quality of
agreement among expert assessments, since
the final calculated indicator satisfies the con-
dition for solving expert-evaluation problems.
E, <0,1,

The validity of the calculations is supported
by the correct application of the improved pri-
ority-ranking method enhanced by the func-
tionality of the Gaussian probability distribu-
tion. Sensitivity is ensured through the use of
parametric approaches involving determination

of the mean value and its standard deviation ex-
pressed as a variance indicator for the sample
dataset (Table 8).

CONCLUSION
The study analyzed retrospective, current, and
expert information concerning the safe opera-
tion of enterprises in the Russian oil and gas
sector.

The practical applicability of the improved
priority-ranking method for assessing organiza-
tional risks arising from insufficient actions of
personnel responsible for supervising employees
of production structural units has been substan-
tiated.

An example demonstrating the validity of ap-
plying this method at oil and gas enterprises in
Russia has been presented.

To reduce the risks of damage from hazard-
ous events (accidents and fires) and mitigate
their consequences, it is advisable for oil and gas
production facilities to develop integrated safe-
ty systems — new systems capable of diagnos-
ing problem situations and promptly generating
control actions intended for decision-makers
and aimed at preventing organizational risks.

Table 8

Mathematical Apparatus That Substantiates the Reliability and Sensitivity of Data Processing

Reliability
2 =0,682
Priority —ranking 1 ! %[%l) %
method I e dx o, =0,272
ov2m 5, (—00 < 1 < 0) o, =0,046
o, =

Sensitivity analysis

XM

a S=n

mg

S=n
v S=1
X =

S=1

S=n —\2
2 Zszl(xs_xa) ‘g

G = S=n
m
s=1"5

Source: Compiled by the author.

Note: p — mathematical expectation; (o,; 6,; 0,; 6,) — indicators taking into account the standard deviation; )_Ca — the mean value indicator
for a data sample; x —risk indicator in the middle of the intervals (S) of the interval series; m, is the indicator of the probability of risk
manifestation (frequency, repeatability) of a set of features for an interval series; n — list of risks for the sample object; 6> — dispersion

measure for a data sample/
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